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1. Digital Consent Acquisition (DCA)

The Digital Consent Acquisition (DCA) process is a mechanism designed to request, manage, and
withdraw customer consents in accordance with the procedures outlined in TCCCPR 2018. The
collected consents data is shared on the Distributed Ledger Technology (DLT) Platform
established under TCCCPR-2018 for Commercial Communications, enabling scrubbing by all

Access Providers.

2. Consent Flow for Subscribers

The Subscriber will receive a message from short code 127XXX from their operator. The
Subscriber can then reply to that message with Y/N.

Note: The same Consent message will be sent to the subscriber thrice (First time when the
consent is initiated and two reminders in the next to consecutive days)

e If the Subscriber replies with Yes, consent is granted for 12 months.

e If the Subscriber replies with No, this consent message also can’t be sent to that
subscriber for the next 3 months (90 days).

e If the Subscriber doesn’t reply even after the reminder messages, this consent message
cannot be sent to that subscriber for next 3 months (90 days).

Please find message received:

€ 127006 R

Friday, 17 Nov - 16:34

Texting with 127006 (SMS/MMS)

Dear Customer, VI TEST Entity for Brand
Tanla is requesting for your consent on "We
would like to stay in touch with you about
our new launches, events and promotions
related to our product Trublog®,

To give your consent reply with Y/N to
127006 or click on the link https:/www

Jio.com/dnd to provide and manage your
consents.

(¢]

Tap to load preview
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If the customer does not respond to the consent acquisition message sent as shown above there
will be two reminders sent after every 24 hours.

The subscriber does not reply to the reminder messages, this consent message cannot be sent to
that subscriber for next 3 months (90 days).

€ 127006 \ 53

Dear Customer, VI TEST Entity for Brand
Tanla is requesting for your consent on "We
would like to stay in touch with you about
our new launches, events and promotions
related to our product Trublog”,
To give your consent reply with Y/N to
127006 or click on the link https:/Awww
jio.com/dnd to provide and manage your
consents.

rday, 18 Nov + 12:02

Reminder:

Dear Customer, VI TEST Entity for Brand

Tanla is requesting for your consent on "We

would like to stay in touch with you about

our new launches, events and promotions

related to our product Trublog®,

To give your consent reply with Y/N to

127006 or click on the link https:/Awvew
jio.com/dnd to provide and manage your

consents,

Sunday, 19 Nov « 1200

Reminder:
Dear Customer, VI TEST Entity for Brand
Tanla is requesting for your consent on “We
would like to stay in touch with you about
our new launches, events and promotions
related to our product Trublog®,
To give your consent reply with Y/N to
127006 or click on the link https:/Awww
jo.comidnd to provide and manage your
consents.

@

@ B Textmessage ®

3. Consent template

Consent template is a Template that will be stored on the DLT post approval, this Consent

Template contains the Name of the Consent Template, Brand name and the Scope of Consent.

The Enterprise name, Brand name and Scope of Consent will be shared with the subscriber as a
part of the Consent Acquisition Message. Based on the Scope of Consent, the subscriber will

decide whether to give consent or not.
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4. Consent Template creation process

Register a consent template on portal:

1. Goto TEMPLATES -> CONSENT TEMPLATES

DASHBOARD HEADERS TEMPLATES

CONSENT TEMPLATES @
CONTENT TEMPLATES _

CONTENT TEMPLATE BULK UPLOAD STATUS

TELEMARKETERS CONSENTS ACQUISITION BRAND NAME

Dashboard

17 3 CONTENT TEMPLATES SUSPENDED TO ACTIVE 5

" VERIFY CONTENT TEMPLATES

APPROVED PENDING REJECTED APPROVED PENDING REJECTED APPROVED PENDING REJECTED
1 o o 2 o 1 5 o o
COMPLETED PROCESSING SCHEDULED OPEN CLOSED IN PROGRESS
o o o o o o

& tanla

2. Click on the +Add button.

VITEST @ -

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION BRAND NAME

Consent Templates

Enter Template ID/Name Pending N Active v

Template ID Template Name Scope Of Consent Brand Name Registered DLT Status Date Requested Date Created By Approvals Action

Showing O to 0 of 0 entries Previous Next
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Step3: Enter a Consent template name, give approved brand name, enter the scope of content,
and click on save.

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION BRAND NAME

Add Consent Template

Template Name * CONSENT TEMPLATE PREVIEW

Template Name:
Maximum 30 Characters

Brand Name:
Brand Name *

Scope of Consent:
Maximum 60 Characters

Scope of Consent *

ACCEPT

Sample Template
Maximum 1000 characters Dear Customer, we are pleased on your sign up with [Brand Name] today. To

receive exciting promotions and offers on SMS/call, please submit your consent
CANCEL u
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5. Content template to consent template mapping.

This process is post the approval of consent template by the registrar; enterprise can link these
consent templates with choice of content templates (promotional/ Service Explicit category
only).

Two methods for content template mapping to consent template mapping

a. Mapping approved consent template while registering new content template.

b. Mapping to an already approved content template.

Method 1: While Registering content template on portal.

Go to Templates-> Content templates. Click on +Add.

& Punectha D @ -

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION REGISTRATION APIS BRAND NAME
CONSENT TEMPLATES
Content Templates
CONTENT TEMPLATES
CONTENT TEMPLATE BULK UPLOAD STATUS
Shawing results in between the dates All Records [
VERIFY CONTENT TEMPLATES
Enter Template 10/Name Pending - Enter Heade:
Template Tomplate Content Registered Requested Status Created Blacklisted Approval
TeloMarketor Type Hoadors Status Action
D Name Category TSP Date Date By By Status
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Click on Add for registering new content template mapping the approved consent template and

brand name as shown below. This process is common across promotional and Service explicit
for both single and bulk registration.

Brand Name.

Templats Name *

Templas Messags* i ‘

Characters Used-0

Method 2: Go to Templates-> Approved content template for mapping the consent template and
brand name as shown below.

Click on Add consent template highlighted.

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION BRAND NAME

Content Templates

Showing results in between the dates All Records. n

Enter Template ID/Name

Approved v All v Enter Header
Template Content  Registered Requested Status Created Blacklisted Approval
Template ID TeleMarketer Type  Headers status Action
Nam, Category TSP Date Date By By Status
Suspend
Test E Vodaf v e @ Delete 4 Add
= ervice- Vodafone clete 4 A
1107169652587980979 TEDU12  Education 2023 2025 viTEST - Active o
Template1 e des =z esors [0S
150800 150830
ConsentTemplates
Thankssms _ 19-5ep- uspend
ervice- F
1107169510584241108 - on Placing e TEOU12 2023 - VITEST - [ Approved IERRSIET B Delete  +add
mplic
order " 121405 Headers
Showing 1 to 2 of 2 entries Previous Next
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Choose the approved consent template from the dropdown and submit.

Add Consent Template

CANCEL

Add Consent Template

TANGR

Random 1
Tanla_Consent
Tanla_1

Tanla_2

Are you sure, Do you want to add Consent Template?

cANeE m

CANCEL

Vi
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6. Consent Credits - Purchase of credits.

To Initiate consent acquisition messages to subscribers, you need consent credits.

Step 1: Go to CONSENTS ACQUISITION -> CREDITS.

(] PuneethaD @ -

BRAND NAME

DASHBOARD

DASHBOARD
Consent Credits
CREDITS

API CONFIGURATION

Total Credits: Used Credits: 0 Balance Credits: 0
CONSENT BULK UPLOAD

HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION REGISTRATION APIS

'WEB ACQUISITION
Credit History

REPORTS
1K Consent 5K Consent 10K Consent 50K Consent
32400 312000 324000 3120000
1000 5000 10000 50000
< Valid: 365 Days Valid: 365 Days Valid: 365 Days Valid: 365 Days

*Please note that the above prices are excluding GST.

Step 2: Select the credit pack required, post selection you will be redirected to payment page, pay
the necessary amount to acquire credits.

DASHBOARD ~ HEADERS  TEMPLATES  TELEMARKETERS [EESVEE=RiPVroylUBl REGISTRATIONARIS  BRAND NAME

Total Credits: Used Credits: 0 Balance Credits:
t History
1 Consen: 5K Consent 10K Consent 50K Consent
32400 12000 324000 3120000
1000 5000 10000 50000
< Valid: 365 Days Valic: 365 Days Valic: 365 Days Valic: 365 Days ’

= above prices are excluding GST.

Note: One consent credit will be deducted per consent acquisition request sent to a subscriber.
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7. Types of Digital consent Acquisition.

Consent can be obtained from a subscriber in 4 ways:
1. Consent Acquisition via API
e [nitiate a consent request on subscriber’s number through an API.
2. Consent Acquisition via QR code
« Display your QR code associated to a consent template, so that a subscriber initiates the
request.
3. Consent Acquisition Web
e [nitiate a consent request on a subscriber’s number by selecting a Consent Template
and entering his mobile number on the portal.
4. Consent Acquisition Bulk upload
« Initiate a consent request to multiple mobile number by uploading a file with all

numbers you would like to acquire the consents from on the portal

11 Powered by B 'I:qnlq
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8. Consent Acquisition via API

Consent API can be integrated with the website, Applications, POS Machine of the

Principal entity which can further help to send consent acquisitions messages to
subscribers.

"I s
business
®

DASHBOARD ~ HEADERS  TEMPLATES TELEMARKETERS [ BRAND NAME

DASHBOARD
DEELLLET CREDITS

API CONFIGURATION

0 0 CONSENT BULK UPLOAD

WEB ACGUISITION

REPORTS
APPROVED PENDING REJECTED APPROVED PENDING REJECTED APPROVED PENDING

REJECTED
o o o o o 0 o o o
CAMPAIGNS OMPLAINTS
COMPLETED PROCESSING SCHEDULED OPEN CLOSED IN PROGRESS
o o 0 0 0 0

Step 1: Enable the APIs on the Portal, go to CONSENTS ACQUISITION -> CONFIGURATION.

usiness

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION BRAND NAME

Configurations

Let's Configure Consent Acquisition API
(by making a payment of INR 5000/~ + GST)

©
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Step 2: Click on OK it will redirect to the payment page & pay the required amount to
enable the APL

Please wait , we are redirecting to payment gateway.

API document is available on the portal: this document describes the API details to be
integrated by the Enterprises to send consent acquisition via QR code.

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION BRAND NAME

Consents Acquisition

API Credentials Please find the below details

Active &

IP Address

e hitps//consentapivilpower.in/

& APl document download

13 Powered by a tanla
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9. Consent Acquisition via QR code.

Step 1: Go to TEMPLATES -> CONSENT TEMPLATES.

Shailajp @ ~

HEADERS TEMPLATES TELEMARKETERS CONSENTS ACGUISITION

BRAND NAME NORE

CONSENT TEMPLATES
CONTENT TEMPLATES

1 2

APPROVED FENOING ASECTED APPROVED PENDING AESECTED APPROVED PENDING AsIECTED
Z v v v v 1 < v v

COMELETED ~ PROCESSNG | SEHEOULED comN aosen INPROGRESS
o 0 [ o [ q

Step 2: To Generate QR code for any consent template, click on get QR code.

Tmenterprise

\’ I business
]

DASHEGARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION BRAND NAME

Consent Templates

nte late l)/Name oo - Astive -
Template ID Template Name ~ Scope Of Consent  Brand Name  Registered DLT  Status Date Requestad Date Created By Approvals  Action
Deme Test ¢ DemoTests Vodeforeldee 23 €420 239

Tmenterprisedemctwo

Jemo lest S veme esty Demo lesty  Vodatoreldes  25-US-2022 125841

Imenterprisedemctwo

e-prisedemcto

DemoTestS Vodaforeldez  2505-2022 123505 2509-2022125239 Tmenteprisedemctwo

Tmente-prise

[1001

Showing 1te 5 of 15 entries Previous 2 3 Next

httos:/fest viloower it crcode, 2nB3wSaa1mosDe7Az1X/
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Step 3: QR code will get generated as shown in the below image.

QR code successfully

gencrated .click download to
View the QR Code

Step 4: Click on download to get the QR code.

Tmenterprise

" I business
El

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION EBRAND NAME

Consent Templates

Enter Template 10/Nae

Approved v Active v
Templete ID Template Neme  Scope Of Consent  BrandNeme Registered DLT  Status Date Requested Date Created By Approvals  Actien
Dero Test & Demc Test 6 DemaTest§  Vodzfone Ides 2309.2072 12 23.00.2022125%20  Tmenterprsedemotwn  [ERaad (ZEdt &
Dermo Test § Deme DemoTests  Vodefone Idee 2022125447  23.09-2022125309  Tmenterprisedemotws & [t
ownload
Derolests  DemoTestd DemoTesrs  oddfonelies  JA00-A0521258S6 2508022125251 Tmentergricedemonns  [IIENE] FEar &
Demo Test 3 Demc Test 3 DemoTet3 Vodefoneldes 2309 20221255 23.09.2022125239 Tmenterprisedemotwd @eir &
11087166391774358875 Derio Test 2 Demo Test 2 DemoTestz Vodefoneldez  23-09-2022125516 23-09-2022125224 Tmenterprisedemotwy  [iad ZEat &
Showing 1tc 5 of 13 entries Previous 2 3 Nea

A e A N A B A o ER T A
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Generated QR Code

Once the subscriber scans the QR code, he will be redirected to a page with details of your
consent template and option to share his mobile number. Once the subscriber
authenticates with OTP, he will receive a consent acquisition message from 127XXX.

Powered by a tanla
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10. Consent Acquisition via Web.

Step 1: Go to CONSENT ACQUISITION - WEB ACQUISITION

Supvil @® -

"I business
®

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION

DASHBOARD
CREDITS

API CONFIGURATION

BRAND NAME

Dashboard

0 0 CONSENT BULK UPLOAD

WEB ACQUISITION

REPORTS
APPROVED PENDING REJECTED APPROVED PENDING REJECTED APPhov s en P— EJECTED
4 o [ 0 o o o o o
COMPLETED PROCESSING SCHEDULED OPEN CLOSED IN PROGRESS
o o o o o o

Select the consent template that you want to use:

"I business Johnson @
]

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION BRAND NAME

Consent Acquisition-Web

CANCEL

B tanla
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Step 2: Choose the approved consent template.

"I business
®

Johnson @ ~

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION BRAND NAME

Consent Acquisition-Web

content templates

CANCEL

& tanla

Step 3: Brand name & scope of consent will be displayed. Enter the mobile number and
click on generate OTP.

"I business
®

Johnson @

DASHBOARD HEADERS

TEMPLATES

TELEMARKETERS CONSENTS ACQUISITION BRAND NAME

Consent Acquisition-Web

CANCEL

18 powered by i3 tanla
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Step 4: Enter the OTP received by the subscriber and click on submit.

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION BRAND NAME

Consent Acquisition-Web

content templates

Brandnemes

CANCEL

Step 5: On submit, consent flow will be initiated for the subscriber and a consent
acquisition message will be sent to the subscriber from short code 127XXX from their
operator. The Subscriber can then reply to that message with Y/N.

"I business = lohnson @ ~
®

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION BRAND NAME

Your request has been processed. You will soon receive SMS from XXXXXX. Please reply to the message with YES x

Consent Acquisition-Web

CANCEL

19 Powered by a tanla
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Please find the image message reference.

<« 127006 L

Friday, 17 Nov - 16:34

Texting with 127006 (SMS/MMS)

Dear Customer, VI TEST Entity for Brand
Tanla is requesting for your consent on “We
would like to stay in touch with you about
our new launches, events and promotions
related to our product Trublog®”,

To give your consent reply with Y/N to
127006 or click on the link https://www
Jdio.com/dnd to provide and manage your
consents.

c

Tap to load preview

i
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11. Consent Acquisition Bulk Upload

Step 1: Go to CONSENT ACQUISITION -> BULK UPLOAD.

DkSHBOARD
Consent Bulk Upload
cREDITS

AP1 CONFIGURATION
Fendng CONSENT BULK UPLOAD.
WEB ACGUISITION

File Uploadea Consent Template Name Consent Template ID SUBMITTE W REPORTS

Step 2: Click on the Add button.

Consent Bulk Upload

\\\\\\\

i

21
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Step 3: Select the approved consent template from the dropdown menu, brand and scope
of content will be displayed.

2] PuncethaD @ -

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION REGISTRATION APIS BRAND NAME

Consent Bulk Upload

Brand Name

Scope of the consent

Drag & Drop Or Files To Upload

(Upload CSV File Only. MaxFile Size Is 2M8)

1. Please enter 10 digit mobile numbers only.

2.0ne consent credit will be deducted from your account per number.

3. Please ensure that you have enough credits for the number of consents uploaded
4. Please ensure that there are no duplicate numbers in the file uploaded.

CANCEL

Step 4: Download the sample CSV file and upload the 10 digit- mobile numbers in the
format shown below.

@ Autosave @ or) [ © Y B T samplecon.. - Saved to this PC v £ Search - o X
File Home Insert Pagelayout Formulas Data Review View Automate Help O Comments

is

Paste

<

BB % 9 [ Formatas Table~ FEodete + @ O~ Add-ins  Analyze

< bt I [B7 Cell Styles [ Formaty @~ Data
Chipboard 13 Font o Alignment ] Number 1] Styles Cells Editing Sensitivity Add-ins. V.

o~
&

K13 voi S A

A B C D E F G H | J K L M N o P Q R S

1 MSISDN @
k)

2 "98XXX00XX!

sample_consent + 3 K 14
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Important:

Upload only CSV file.

Max file size should be 2ZMB.

Kindly add only 10-digit mobile numbers.

For every number 1 consent credit will be deducted from your account.
Verify that you have sufficient credit for the number uploaded.

Ensure that the uploaded file has no duplicate numbers.

N o ok w N

Please ensure you have enough credits to process and send Consent Acquisition
messages to all the number uploaded.

8. Please purchase credits or minimize the numbers uploaded in file.

Reconfirmation pop-up

Verify the numbers uploaded against the credits available for sending messages to acquire
consent. Credits will be deducted from the account for every consent message sent.

Powered by a tanla
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12. Dashboard

You can download the data/ receive the same data regarding all the consents in the
Dashboard page. Click on the any (Pending, Active, revoked, expired& rejected) counts
data will be sent to your registered mail id.

"I £ Tmenteprise. @ -
business
®

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION BRAND NAME

DASHBOARD
Dashboard
CREDITS

API CONFIGURATION

CONSENT BULK UPLOAD

WEB ACQUISITION

SNo Template ID Template Name Pending Active Revoked oooore Rejected
497486 MohitBankConsent 3338 o o 1 o
1 o M 0 o
1 o o o o

Showing 1 to 3 of 3 entries Previous Next

13. Reports

Data requested on dashboard page for download will also reflect on the reports page on
portal for the next 24 hours.

"I (%] Tmenterprise. ® -
business
®

DASHBOARD HEADERS TEMPLATES TELEMARKETERS CONSENTS ACQUISITION BRAND NAME

DASHBOARD
Consent Reports
CREDITS

API CONFIGURATION

ate Name

Completed
CONSENT BULK UPLOAD
WEB ACQUISITION
SNo Requested On Template Id Template Name Consent Status Action
REPORTS
Sep-28-2022 110816407658749748¢ MohitBankConsent

Showing 1to 5 of 5 entries Previous
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14. FAQ's
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1. Whatis DCA?

The Digital Consent Acquisition (DCA) process is a mechanism designed to request,
manage, and withdraw customer consents in accordance with the procedures outlined
in TCCCPR-2018. The collected consent data is shared on the Distributed Ledger
Technology (DLT) Platform established under TCCCPR-2018 for Commercial
Communications, enabling scrubbing by all Access Providers.

2. How many ways can consent be acquired?

Principal Entities can acquire consent from Subscribers through four methods:

a) Consent Acquisition API

b) Consent Acquisition Web

c) Consent Acquisition via QR code
d) Consent Acquisition - Bulk Upload

3. Is APl integration mandatory?

No, it is not mandatory. You have the option to initiate the Digital Consent Acquisition
process by purchasing Consent Credits and utilizing the Bulk upload feature to send
Consent Acquisition messages to subscribers.

4. What is the validity of the acquired consent?

The validity of a successful consent acquired is one year.

5. Isthere a common short code for consent-seeking messages?

Subscribers will receive Consent Acquisition messages from the short code 127XXX from
their respective operators.

6. Isthere a deadline for implementing DCA from TRAI?

Yes, the deadline for implementing the DCA process for Telcom operators was 30th
September 2023.

7. What happens to consents acquired earlier in non-DCA mode?

All consents acquired through the process of DCA (Digital Consent Acquisition) are valid;
others are nullified.

Powered by a tanla
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8. Is DCA mandatory by TRAI?

Yes, DCA is mandatory as per TRAI regulations.

9. Ifacustomer replies "N" to the short code, what is the timeline to resend the consent?

The same consent Acquisition cannot be sent to the same customer for the next 90 days.

10. Is there a bulk consent acquisition process?

Yes, a bulk consent acquisition process is available for Principal Entities.

11. Is whitelisting of IPs chargeable?

No, whitelisting of IPs is not chargeable.

12.Is creating consent templates chargeable?

No, the creation of consent templates is not chargeable.

13.Is the QR code generated the same across enterprises, or is it unique for each consent
template?

A unique QR code will be generated for each of the approved Consent Templates, the
same can be downloaded from the portal.

14. What is the validity of the Consent Acquisition message being sent?

The customer will initially receive a Consent Acquisition message, followed by two
reminders issued at 24-hour intervals. The reply window for the customer remains open
for 24 hours after the last reminder, culminating in a total response period of 72 hours
from the time of receiving the Consent Acquisition message.

15. Can we check the responses of customers who have opted?

Responses and the status of each of the Consent Acquisition messages sent can be
checked on the Dashboard on the portal.

16. If a customer is in Full DND, can they receive the consent acquisition message?

Yes, customers in Full DND can receive the consent acquisition message.

Powered by a tanla
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17. Does DCA affect transactional and service implicit messages?

No, DCA does not affect Transactional and Service-Implicit messages. DCA will affect
only Service-Explicit and Promotional messages.

18.Is acquired consent applicable to all products of the entity or should it be specific to
each product?

As per TRAI mandate, the scope of consent must be very precise to the specified product
or service.

19. Can we change the scope of the acquired content, and does it require consent again?

The scope of an approved Consent Template cannot be changed.

20. Is there a limit on Bulk consent Acquisition?

Fifty thousand numbers can be uploaded in a single file for acquiring consent in bulk.

21. Can a Subscriber revoke a consent?

Subscribers can login into their respective Telecom operators’ portals to manage their
consents.

22. What can happen after a Consent Acquisition message is sent to a Subscriber?

a) If the subscriber responds with "Y", the consent is considered successful, and the
consent will be active for the next 12 months.

b) If the subscriber responds with "N", the consent is considered rejected, and the same
consent message cannot be sent to that subscriber for the subsequent 90 days.

c) Ifthe subscriber does notrespond even after receiving reminder messages (within 72
hours), the consent is considered expired, and the same consent message cannot be

sent to that subscriber for the subsequent 90 days.
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Thank you.
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